Medical Device Security
Development and Integration Services

Medical information and patient safety is at
risk. Through data collection and sharing,
report generation, and device management
capabilities, electronic medical equipment has
stepped beyond
The boundaries
of operating rooms,
patient rooms
and doctor offices.
The rapid expansion and adoption of Internet
of Things (IoT), combined with increased
connectivity of these devices across public
networks or via other medical devices, and
smartphones has introduced increased risk of
cybersecurity breaches. Similar to computers,
networking equipment, electronic information
storage, medical devices are finding
themselves in the cross hairs as the target for
malicious activity
Attacks on medical devices can go much
deeper than just information loss on the
device itself. Medical Device vulnerabilities
can act as a gateway to facilitate an attack on
other valuable assets on the hospital network,
as well as a weapon to inflict damage to
human life. For example, a hacker could
intentionally or unintentionally gain direct
access or networked access to an infusion
pump to deliver a lethal dose of insulin to a
connected patient.

Addressing cybersecurity threats, and
reducing information and healthcare risks, is
especially challenging, as cybersecurity
threats cannot be completely eliminated.
Manufacturers, hospitals and facilities must
work together to manage them. There is a
need to balance protecting patient safety and
promoting the development of innovative
technologies and improved device
performance. Sengex is a subject matter
expert in developing pre and post market
processes, procedures to insure a consistent
state of evaluation and remediation is in
place.
The FDA, NIST, OEM’s and end-users now
recognize these threats, and many standards
have been established or modified to address
device security that include AAMI TIR75, IEC
81001, CVSS v3, UL2900. Examples of these
recognized risks as identified by the medical
community are shown in figure one.
Sengex’s THREAT (Threat Reduction
Engineering and Assessment Team) is a
results-oriented team of professionals that
uses proven processes specifically designed to
deliver the best solution to achieve cyber
threat detection and protection. THREAT
services for medical device security provides
full stack risk assessment, development and
integration.

To learn more about THREAT and other Sengex services, visit: www.sengex.com
1320 Old Chain Bridge Rd, Suite 405 McLean VA 22101
703-520-1213
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Figure One: Medical Device Vulnerabilities and Risks
THREAT combined with engineering expertise in the areas of medical device architecture,
operations and communications enables healthcare providers and manufacturers to understand
their vulnerabilities and the options available to prevent potential hacking and other security
breaches. Our engineering services go beyond risk assessment to include complete turnkey
services for the design, development, integration and support of device security safeguards that
can include software, hardware, or a combination of both.
Sengex’s THREAT for medical device security has been
implemented across a wide variety of electronic medical
devices to include anesthesia, inhalation, patient monitoring,
and ICU ventilation.
While medical device manufacturers and health care facilities
scramble to address the risks related to device security, along
with emerging FDA cybersecurity mandates, in many cases they
don’t have the expertise and experience to know where to
begin, never mind how to develop and implement once their
vulnerabilities are identified.
Sengex enables manufacturers and end users to concentrate
their efforts and resources toward advancing the efficiency,
capabilities, and performance of medical devices usage for
patient care, while in parallel ensure these same devices have
the security safeguards to meet government prerequisites and
mitigate risks that could impact patient safety and privacy.
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