Wireless Intrusion Detection
Indoor Positioning for Security

The capabilities of cellphones, smartphones and
handheld wireless devices have made mobile
wireless a “source” of cyber threats and have
drastically altered how government entities
implement policies to
protect sensitive
information and
corporations protect
intellectual property
The use of entryway scanners had been considered
an adequate solution for mobile device discovery
with the assumption that the detection at entry
points of a facility will eliminate the risk of these
devices entering restricted areas. However,
powering off devices, or temporarily removing the
battery can make them undetectable by the
scanners.
In cases where wireless
networks exist such as WiFi,
these technologies can detect
unauthorized devices within
its range, however it only
provides detection without
any location information, in addition, its usually
limited to a single wireless technology (i.e. WiFi
only, no cellular or Bluetooth capability).
The use of Technical Surveillance Counter Measures
(TSCM) are a common practice as a means to detect
unauthorized devices. These may consist of the use
of highly sophisticated and expensive handheld
device operated by specially trained personnel, to
the inexpensive handheld scanner solutions that
have become popular on the web, but these
solutions possess similar limitations as entry - based
detection as it is only effective if the violating
mobile device is within the scanners operating
range.

When examining available COTS WIDS solutions,
security personnel must ensure that a selected
solution covers the full-spectrum of wireless
frequencies used in commercial compact devices.
Ignoring a specific type such as Bluetooth can
increase the risk of compromise
The second consideration is the chosen solution can
provide information to the physical location of the
wireless source, this provides
personnel to quickly detect,
identify, and find the source
of the violation before damage
can be performed.
Third, solutions should be easy to operate, and
provide the ability to be centrally managed so that
large dispersed “no-wireless” areas such as
campuses can be monitored under a single plane of
glass
Inpixon IPA is the only full-spectrum location-based
Wireless Intrusion Detection System (WIDS) on the
market that provides a complete homogeneous
view of the protect environment.
Inpixon IPA continuously monitors for all wireless
devices and determines capabilities according to
the situation through a network of RF sensors that
detect and locate cellular and Wi-Fi endpoints. The
sensors locate cell and smart phones prior to or
during an active call, and can simultaneously detect
all 802.11x and Bluetooth activity within an
enterprise.
The sensors send detection information to a central
console that displays type and location of the
mobile devices on a browser-based floor plan view.
The system can also send alerts in real time via
email, text, and audible notification.

To learn more about Inpixon IPA, THREAT and other Sengex services, visit: www.sengex.com
1320 Old Chain Bridge Rd, Suite 405 McLean VA 22101
703-520-1213
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Inpixon IPA Graphical User Interface Floor plan
IPA provides Centralized monitoring across all building and floors, and can
complement entryway security systems, while in parallel increase efficiency of
time and resources during suspected violation sweep. In on-demand
applications, IPA can create “cone of silence” conference/meeting spaces that
can provide protection of IP, time-sensitive or proprietary information prior to
public release, along with discovery of espionage listening devices within
restricted areas
Sengex’s THREAT (Threat Reduction Engineering and Assessment Team) for
Inpixon IPA is specifically designed to delivery the best solution to achieve
early-warning wireless threat detection and protection. THREAT services for
WIDS includes:
•
•
•

•

Clearly identifying and understanding client needs and develop or
tailoring available solution to meet those needs
Identifying solutions that not only address a need or problem, but also
achieves optimum efficiency in ongoing operation
Provide turnkey engagement for install and validation of solution via our
“Proof of Concept” process all the way until system deployment and
ongoing support
Achieve maximum efficiency to overall security practices through
integration of solutions, or multiple technologies into existing security
operations.

With over 120+ years of combined experience in understanding and
implementing threat security technologies, Sengex’s THREAT for Inpixon IPA
ensures minimize disruption, enhance capabilities and seamlessly integration of
WIDS into daily operations against both physical and cyber threats.
To learn more about Inpixon IPA, THREAT and other Sengex services, visit: www.sengex.com
1320 Old Chain Bridge Rd, Suite 405 McLean VA 22101
703-520-1213

